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ICT MANAGEMENT

Cybersecurity 2025



Information Security Management
At Buenaventura, we manage cybersecurity as an integral part of our risk management system, with the aim of protecting the confidentiality,
integrity and availability of information, while ensuring the continuity of our operations.

General Information Security Policy

Business Continuity Policy 

Malware Protection Standard 

Information Security Incident Management Standard 

General Cyber Incident Response Plan 

2025 Highlights

0 significant cybersecurity 
incidents or breaches

5 audits conducted on 
information security matters

Implementation of the information 
security training program

Key documents for ICT management



1. Cybersecurity Governance
We have an oversight and leadership structure to manage cybersecurity risks and incidents. 

AUDIT COMMITTEE

INFORMATION AND 
COMMUNICATIONS 

TECHNOLOGY MANAGEMENT

SECURITY TEAM + SECURITY 
OPERATIONS CENTER (SOC)

ICT INFRASTRUCTURE AND 
SECURITY DIRECTORATE

*Board-level oversight

Oversees cybersecurity and information security management. At least 
annually, it receives information on management results, major incidents, 
impact levels, response actions and mitigation measures. It may also 
request additional updates during the year in the event of critical 
incidents or changes in the risk profile.

It is the executive level responsible for leading Information Security and 
Cybersecurity Management, overseeing the implementation of controls 
and ensuring alignment with the Company's policies and procedures. In 
addition, the ICT Manager reports the status and indicators of this 
management to higher governance bodies within the organization. 

Manages the implementation of cybersecurity policies, methodologies 
and procedures, including risks, threats and vulnerabilities, incidents, 
security controls, continuity, awareness and supplier assessment, 
working jointly with the SOC.

Participates in risk identification and assessment, control monitoring, 
response to incidents and vulnerabilities, and follow-up of treatment 
plans. 

MATERIAL INCIDENT 
ESCALATION

GENERAL MANAGEMENT

The material incident is reported 
for decision-making. 

INVESTOR RELATIONS

Se dispone la comunicación 
correspondiente.

RELEVANT AUTHORITY

The material incident is 
communicated to the relevant 
authority.

Reference
• M-COR-TI-01-01: ORGANIZATION AND FUNCTIONS MANUAL (MOF) – Version 07, May 2026
• Presentation to the Audit Committee: Cybersecurity Management and Incidents 2025



2. Information Security Policy
The General Information Security Policy establishes the framework for protecting Buenaventura's information and managing associated risks, defining controls and 
responsibilities applicable to employees and third parties. 

CONTINUOUS 
IMPROVEMENT OF THE 

SYSTEM

INFORMATION PROTECTION 
AND INTEGRITY

SHARED RESPONSIBILITY

MONITORING AND 
RESPONSE TO THREATS

The Policy and its supporting documents are periodically reviewed and 
updated as appropriate. In addition, the GISP requires a review at least 
annually or upon significant changes to ensure its continued suitability, 
adequacy and effectiveness. 

Our management aims to preserve the confidentiality, integrity and 
availability of information. The Policy addresses information classification, 
masking of sensitive data, access controls, protection against 
unauthorized disclosure or modification, and security requirements from 
system development onward. 

Users must report security events or incidents through established 
channels. The Information Security area assesses incidents based on their 
impact and sets priorities for analysis, containment and eradication; high-
impact incidents require an immediate response.

The Policy is mandatory for all personnel and suppliers. It establishes 
responsibilities to protect information, participate in training and comply 
with security controls, including confidentiality agreements and 
contractual requirements for third parties.

Reference
• P-COR-TI-01.01: GENERAL INFORMATION SECURITY POLICY – Version 08, April 2026



IT RISK ESCALATION
CYBER INCIDENT 

RESPONSE
VULNERABILITY 
MANAGEMENT

We have guidelines to ensure the 
recovery of systems, applications, 
data and critical infrastructure in the 
event of disruptions

We also maintain backups, technology 
redundancy and simulations that 
include cyberattack scenarios. 

We perform continuous vulnerability 
analyses on our technology 
infrastructure. 

Security patches are also reviewed 
and applied monthly.

Employees and contractors must 
report incidents, threats or 
vulnerabilities through established 
channels. 

Subsequently, cases are recorded, 
assessed and escalated according to 
their severity. 

We have a General Cyber Incident 
Response Plan that defines roles, 
strategies and actions to manage 
incidents. 

They are classified according to 
severity and impact to apply the 
appropriate response. 

BUSINESS CONTINUITY

CICLO DE RESPUESTA ANTE CIBERINCIDENTES

PREPARATION DETECTION AND ANALYSIS
CONTAINMENT, ERADICATION 

AND RECOVERY
POST-INCIDENT ACTIVITIES

We implement measures to prevent, detect and respond to information security risks and incidents, ensuring the continuity of our operations.

3. Information Security Culture

P-COR-TI-21-01: Business Continuity 
Policy

P-COR-TI-08.06: Security Update 
Administration Procedure

N-COR-TI-12.01: Information Security 
Incident Management Standard

PL-COR-TI-14.01: General Cyber 
Incident Response Plan



ICT Management maintains awareness initiatives to 
strengthen secure behaviors and reduce risks 
associated with human factors and social 
engineering.

In 2025, mandatory information security training 
was provided through the BVN 360 platform. 

We disseminate periodic communications and 
informational capsules on cybersecurity risks and 
good practices. 

ICT TRAINING

We implement measures to prevent, detect and respond to information security risks and incidents, ensuring the continuity of our operations.

3. Information Security Culture

We assess our infrastructure and processes to 
ensure compliance with controls and continuous 
improvement.

• During the period, 5 internal audits on 
information security matters were conducted.

• Assessment mechanisms: SOX and LPDP audits, 
social engineering tests and Ethical Hacking. 

These procedures allow us to identify opportunities 
for improvement and strengthen our controls.

AUDIT AND ASSESSMENT

We monitor incidents, anomalies and risks to act 
promptly and continuously strengthen our 
defenses.

• Continuous monitoring of security events 
through our SOC (CyberSOC). 

• Incidents are recorded, classified, managed and 
documented. 

• After each incident, lessons learned and 
corrective actions are implemented to prevent 
recurrence. 

CONTINUOUS IMPROVEMENT

In 2025, we recorded no significant cybersecurity incidents or breaches



• AI use involving corporate information is 
carried out exclusively through tools and 
licenses authorized by ICT. 

• Its use must ensure the confidentiality, 
integrity and availability of information.

AUTHORIZED USE 
OF AI

At Buenaventura, we are progressively strengthening our governance for the responsible and secure use of Artificial Intelligence, incorporating initial controls into our 
Information Security framework and advancing the development of specific AI guidelines. Our General Information Security Policy (GISP) already establishes AI guidelines 
focused mainly on three aspects:

4. Responsible Artificial Intelligence Management

• The use of public, open or non-corporate-
licensed AI tools to process Buenaventura 
information is prohibited. 

• Corporate information must not be 
processed or stored outside the Company's 
control.

PROTECTION OF CORPORATE 
INFORMATION

• Authorized users are responsible for the 
proper use of corporate AI tools. 

• Their use must comply with the General 

Information Security Policy and other 
internal rules in force.

RESPONSIBLE USE 
OF AI

At Buenaventura, we are designing and implementing our AI governance model and developing specific guidelines focused on responsible 
use, risk management, information protection, regulatory compliance and oversight of AI-based solutions, with approval and publication 
planned for December 2026.

Reference
• P-COR-TI-01.01: GENERAL INFORMATION SECURITY POLICY – Version 08, April 2026
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